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Legal Information

The information provided in this document contains general descriptions, technical
characteristics and/or recommendations related to products/solutions.

This document is not intended as a substitute for a detailed study or operational and
site-specific development or schematic plan. It is not to be used for determining
suitability or reliability of the products/solutions for specific user applications. It is the
duty of any such user to perform or have any professional expert of its choice
(integrator, specifier or the like) perform the appropriate and comprehensive risk
analysis, evaluation and testing of the products/solutions with respect to the relevant
specific application or use thereof.

The Schneider Electric brand and any trademarks of Schneider Electric SE and its
subsidiaries referred to in this document are the property of Schneider Electric SE or
its subsidiaries. All other brands may be trademarks of their respective owner.

This document and its content are protected under applicable copyright laws and
provided for informative use only. No part of this document may be reproduced or
transmitted in any form or by any means (electronic, mechanical, photocopying,
recording, or otherwise), for any purpose, without the prior written permission of
Schneider Electric.

Schneider Electric does not grant any right or license for commercial use of the
document or its content, except for a non-exclusive and personal license to consult it
on an "as is" basis.

Schneider Electric reserves the right to make changes or updates with respect to or in
the content of this document or the format thereof, at any time without notice.

To the extent permitted by applicable law, no responsibility or liability is
assumed by Schneider Electric and its subsidiaries for any errors or omissions
in the informational content of this document, as well as any non-intended use
or misuse of the content thereof.
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Safety Information

Safety Information

Important Information

Please Note

Read these instructions carefully, and look at the equipment to become familiar
with the device before trying to install, operate, service, or maintain it. The
following special messages may appear throughout this documentation or on the
equipment to warn of potential hazards or to call attention to information that
clarifies or simplifies a procedure.

The addition of this symbol to a “Danger” or “Warning” safety label indicates that an
electrical hazard exists which will result in personal injury if the instructions are not
followed.

hazards. Obey all safety messages that follow this symbol to avoid possible injury or
death.

A DANGER

DANGER indicates a hazardous situation which, if not avoided, will result in death or serious
injury.

2 This is the safety alert symbol. It is used to alert you to potential personal injury

A WARNING

WARNING indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

A CAUTION

CAUTION indicates a hazardous situation which, if not avoided, could result in minor or
moderate injury.

NOTICE

NOTICE is used to address practices not related to physical injury.

Electrical equipment should be installed, operated, serviced, and maintained only
by qualified personnel. No responsibility is assumed by Schneider Electric for any
consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction
and operation of electrical equipment and its installation, and has received safety
training to recognize and avoid the hazards involved.

EIO0000005686.01
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About the Document

Document Scope

Validity Note

This document describes how to set up the system configuration of the Harmony
PSAG, which is used in industrial or factory automation systems.

This document is intended for users who design systems, or install and maintain
components.

This document is valid for Harmony PSA6.

The characteristics of the products described in this document are intended to
match the characteristics that are available on www.se.com. As part of our
corporate strategy for constant improvement, we may revise the content over time
to enhance clarity and accuracy. If you see a difference between the
characteristics in this document and the characteristics on www.se.com, consider
www.se.com to contain the latest information.

Product Related Information

Refer to Harmony PSA6 Hardware Guide.

General Cybersecurity Information

In recent years, the growing number of networked machines and production plants
has seen a corresponding increase in the potential for cyber threats, such as
unauthorized access, data breaches, and operational disruptions. You must,
therefore, consider all possible cybersecurity measures to help protect assets and
systems against such threats.

To help keep your Schneider Electric products secure and protected, it is in your
best interest to implement the cybersecurity best practices as described in the
Cybersecurity Best Practices document.

Schneider Electric provides additional information and assistance:
» Subscribe to the Schneider Electric security newsletter.
* Visit the Cybersecurity Support Portal web page to:
o Find Security Notifications.
o Report vulnerabilities and incidents.

+ Visitthe Schneider Electric Cybersecurity and Data Protection Posture web
page to:

o Access the cybersecurity posture.
o Learn more about cybersecurity in the cybersecurity academy.
o Explore the cybersecurity services from Schneider Electric.

Product Related Cybersecurity Information

Refer to Cybersecurity, page 7.
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Related Documents

Title of documentation Reference number

Cybersecurity Best Practices Refer to General Cybersecurity Information,
page 5.

HMV/IPC Cybersecurity Guide EI00000004948 (ENG)

Harmony PSA6 Hardware Guide EIO0000005603 (ENG)

EI00000005604 (FRE)
EIO0000005605 (GER)
EIO0000005606 (SPA)
EIO0000005607 (ITA)

EIO0000005608 (CHS)

You can download the manuals related to this product, such as the software
manual, from the Schneider Electric download center
(www.se.com/ww/en/download).

Information on Non-Inclusive or Insensitive Terminology

As a responsible, inclusive company, Schneider Electric is constantly updating its
communications and products that contain non-inclusive or insensitive
terminology. However, despite these efforts, our content may still contain terms
that are deemed inappropriate by some customers.

Trademarks

Microsoft® and Windows® are registered trademarks of Microsoft Corporation in
the United States and/or other countries.

Intel®, Core™ and Atom® are registered trademark of Intel Corporation.

QR Code is a registered trademark of DENSO WAVE INCORPORATED in Japan
and other countries.

Product names used in this manual may be the registered trademarks owned by
the respective proprietors.
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Cybersecurity

Cybersecurity Guideline

Use this product inside a secure industrial automation and control system. Total
protection of components (equipment/devices), systems, organizations, and
networks from cyber attack threats requires multi-layered cyber risk mitigation
measures, early detection of incidents, and appropriate response and recovery
plans when incidents occur. For more information about cybersecurity, refer to the
Harmony HMI/iPC Cybersecurity Guide.
https://www.se.com/ww/en/download/document/EIO0000004948/

AWARNING

POTENTIAL COMPROMISE OF SYSTEM AVAILABILITY, INTEGRITY, AND
CONFIDENTIALITY

+ Change default passwords at first use to help prevent unauthorized access
to device settings, controls and information.

» Disable unused ports/services and default accounts, where possible, to
minimize pathways for malicious attacks.

» Place networked devices behind multiple layers of cyber defenses (such as
firewalls, network segmentation, and network intrusion detection and
protection).

* Apply the latest updates and hotfixes to your Operating System and
software.

» Use cybersecurity best practices (for example: least privilege, separation of
duties) to help prevent unauthorized exposure, loss, modification of data and
logs, interruption of services, or unintended operation.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

EI00000005686.01
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System Settings

Main Features

At First Startup

What’s in This Chapter

MaiN FEAIUIES ... e e e e e 8
AL FIrst StartUD ... e 8
WiINAOWS UpPdate.......cconiiiiii s 9
L 1T oo 11 o | 13
L]y 1 16
In-Band ECC (only Atom model).........uiiiiiiiiiiei e 17
=TT g T = 17
1 Y T 26
TrelliX SOMWAIE ... i eeeaean s 26
SYSIEM BACKUD ...ttt e 29
SYSIEM RECOVEIY ... 31
Multilanguage Support

The operating system is installed with the following languages.

English (default), Japanese, French, German, Spanish, Italian, Portuguese,
Russian, Swedish, Simplified Chinese and Traditional Chinese.

UEFI BIOS
This product is equipped with the UEFI BIOS. Refer to UEFI BIOS, page 16.
Launcher

Utility that displays icons for registered files, programs, and various settings,
which you can start with a simple touch operation. The Launcher already includes
the icons of necessary settings for this product such as Write Filter. Refer to
Launcher, page 17.

Security Support

Secure Boot is enabled on this product. Additionally, as TPM comes as part of this
product, it can easily support an encryption tool, BitLocker. Furthermore, by
purchasing a Trellix license you can realize a more secure environment. Refer to
TPM, page 26 and Trellix Software, page 26.

NOTE: Enable BitLocker to make your system more secure.

The first time you start up the product, the initial settings for the operating system
is executed. Connect a keyboard and mouse before powering up, then follow the
on-screen instructions to define the settings.

EI00000005686.01
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NOTE:

This product requires the sign-in password to be set in order to reduce the
risks of unauthorized access, intrusion and infection of malicious software.
The conditions for the sign-in password are as follows.

No. of characters: From the usable characters below, at least 3 types and at
least 8 characters are required. The sign-in password should not contain the
character strings used in the account name.

Usable characters:

» Uppercase letters of European languages (A through Z, with diacritic
marks, Greek and Cyrillic characters)

* Lowercase letters of European languages (a through z, sharp-s, with
diacritic marks, Greek and Cyrillic characters)

» Base 10 digits (0 through 9)

« Non-alphanumeric characters (special characters): (~!@#%$%"&*_-+="|\()
{}1:;"'<>,.?/) Currency symbols such as the Euro or British Pound are not
counted as special characters for this policy setting.

* Any Unicode character that is categorized as an alphabetic character but
is not uppercase or lowercase. This includes Unicode characters from
Asian languages.

+ ltis not possible to recover a lost username and password.

A CAUTION

EQUIPMENT DAMAGE

Regardless of the Write Filter setting, do not turn off the power immediately after
turning on the product.

Failure to follow these instructions can result in injury or equipment
damage.

NOTICE

LOSS OF DATA
Do not turn off the power during initial setup.

Failure to follow these instructions can result in equipment damage.

NOTICE

ACCESS LOSS
Store your device's username and password information in a secure location.

Failure to follow these instructions can result in equipment damage.

Windows Update

For safer use of this product, use Windows Update to keep the operating system
up to date. In the factory default state, the automatic security update function is
disabled. For the procedure on how to enable it, refer to the following.

NOTE:
+ If Write Filter is enabled, disable the Write Filter and update the operating
system.

» For environments where security updates cannot be applied regularly, we
recommend purchasing the optional Trellix license and implementing the
permission list method for security protection.

EIO0000005686.01
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How to Enable Automatic Updates

1.

Right-click the Start button, and Select Run.

Search

Desktop

Shut down or sign out >

=]

Opern:

Type the name of a program, folder, decument, or Internet
resource, and Windows will open it for you.

gpedit.msc

QK

Cancel

Browse...

Open Computer Configuration > Administrative Templates > Windows
Components > Windows Update > Manage end user experience >
Configure Automatic Update.

“

£ v

“| Windows Media Digital Righ
| Windows Media Player
| Windows Messenger
| Windows Mebility Center
~| Windows PowerShell
| Windows Reliability Analysi
| Windows Remote Managen
~| Windows Remote Shell
~| Windows Sandbox
~| Windows Security
~| Windows Update
7| Legacy Policies
~| Manage end user experi
"~ Manage updates offerec
"~ Manage updates offerec
~| Work Folders

- All Settings

11 setting(s)

Requirements:

Windows XP Professional Service
Pack 1 or At least Windows 2000
Service Pack 3 Option 7 only
supported on servers of at least
Windows Server 2016 edition

Description:

Specifies whether this computer
will receive security updates and
other important downloads
through the Windows automatic
updating service.

Note: This palicy does not apply
to Windows RT.

This setting lets you specify
whether automatic updates are
enabled on this computer. If the

=] Local Group Policy Editor
File Action View Help
e aE = H@ET
| Windows Game Recording i | Manage end user experience
Windows Hello for Business . . Sett d
% Windows Ink Workspace Configure Automatic Updates ing L
Windows Installer &= Turn off auto-restart for updates during active hours Not o
- Edit pelicy setting
% Windows Logon Options Specify active hours range for auto-restarts Mot c

=| Enable features introduced via servicing

Update Power Policy for Cart Restarts
Display options for update notifications

Allow updates to be downloaded automatically over metere.. Not o

Specify deadline for automatic updates and restarts for quali.. Mot o
Specify deadline for automatic updates and restarts for feat.. Notci
Remove access to "Pause updates” feature Not o

= Remove access to use all Windows Update features Mot ot

that are off by default Mot o

Mot ¢
Not o

% Extended / Standard

10
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4. Change the setting from Disabled to Enabled, select the settings in Options

for your environment, and select OK.

& Configure Au

natic Updates

E Configure Automatic Updates

Previous Setting Mext Setting

Windows XP Professional Service Pack 1 or At least Windows 2000 5ervice Pack 3
Option 7 only supported on servers of at least Windows Server 2016 edition

(2 Not Configured Comment:
O Enabled
() Disabled
Supported on:
Qptions:

Help:

Coenfigure automatic updating:

| 3 - Auto download and notify for install

The following settings are only required and applical
4 is selected.

[ Install during automatic maintenance

Scheduled install day: | 0 - Every day

Scheduled install time:

If you have selected “4 - Auto download and sched
the install” for your scheduled install day and specifi
schedule, you also have the option to limit updating
weekly, bi-weekly or monthly cccurrence, using the
options below:

[ Every week

Specifies whether this computer will receive security updates and
other important downloads through the Windows automatic
updating service.

Mote: This policy does not apply to Windows RT.
This setting lets you specify whether automnatic updates are
enabled on this computer. If the service is enabled, you must
select one of the four options in the Group Policy Setting:
2 = Notify before downloading and installing any updates.
When Windows finds updates that apply to this computer,
users will be notified that updates are ready to be downloaded.
After going to Windows Update, users can download and install

any available updates.

3 = (Default setting) Download the updates automatically
and notify when they are ready to be installed

Windows finds updates that apply to the computer and

Cancel Apply

How to Enable Security Intelligence Updates

1. Right-click the Start button, and Select Run.

Shut down or sign out >

Desktop

== Q Search

2. Enter gpedit.msc, and select OK.

OK

B Bun b
=1 Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you,

Open: gpedit.rmse w

Cancel

Browse...

EI00000005686.01
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3. Open Computer Configuration > Administrative Templates > Windows
Components > Microsoft Defender Antivirus > Security Intelligence
Updates > Define the order of sources for downloading security

intelligence updates.

=] Local Group Policy Editor - o X
‘ File Action View Help
=@z BRI T
| Maintenance Scheduler § S T
Maps
= " Define the order of sources for Setting
| MDM d loadi ity intelli
Messaging 3:’; ing security intelligence == Allows Microsoft Defender Antivirus to update and commu...  Nc
- updates
“| Microsoft account Define the number of days before spyware security intellige...  Nc
~ [ ] Microsoft Defender Antivire Edit policy setting Define the number of days before virus security intelligence ... Nc
| Client Interface Define file shares for downloading security intelligence upd...
7 Device Control Requirements: Turn on scan after security intelligence update Me
At |east Windows Server 2012, J i
| Exclusions Windows & or Windows RT Allow security intelligence updates when running on battery... Nc
°| Features Initiate security intelligence update on startup Ne
| MAPS Description: i 1= din
> (] Microsoft Defender Expl This policy setting allows you to Allow security intelligence updates from Microsoft Update
“| MpEngine define the order in which different g
] security intelligence update Allow real-time security intelligence updates based on repor... Nc
- Network Inspection Syst sources should be contacted. The Specify the day of the week to check for security intelligenc...  Nc
o Quarartine value of this setting should be Specify the time ta check for security intelligence updates  Nc
~ 2%‘7:’“: Protection entered a: : pt'EE-SEpaT;Ed string Define security intelligence location for VDI clients. Nc
» [] Remediation enumerating the securi X X -
| Reporting intelligence update sources in Configure security intelligence updates according to the sch., Nc
= Scan order. Possible values Allow notifications to disable security intelligence based rep... Nc
= Smat iy mEl ey 3 ntarna\Daf\mtionUpdftsServe Define the number of days after which a catch-up securityi..  Nc
e : B PC,"';‘:;“E;&‘;E;?:SSENE'- MM o E Specify the interval to check for security ntelligence updates  Ne
» [ Microsoft Defender Exploit |
', Extended { Standard
18 setting(s)
4. Change the setting from Disabled to Not Configured, and select OK.
A Define the erder of sources for downloading security intelligence updates O >

Ei Define the order of sources for downloading security intelligence updates

Previous Setting Mext Setting

© Not Configured ~ Comment:

| (D) Enabled

() Disabled

At least Windows Server 2012, Windows 8 or Windows RT

|
|
| Supported on:
|
|
|

Options: Help:

This policy setting allows you to define the order in which
different security intelligence update sources should be
contacted. The value of this setting should be entered as a pipe-
separated string enumerating the security intelligence update
sources in order, Possible values are:
“InternalDefinitionUpdateServer”, “"MicrosoftUpdateServer”,
"MMPC", and "FileShares"

Define the order of sources for downleading security
intelligence updates

For example: { InternalDefinitionUpdateServer |
MicrosoftUpdateServer | MMPC }

If you enable this setting, security intelligence update sources
will be contacted in the order specified. Once security
intelligence updates have been successfully downloaded from
one specified source, the remaining sources in the list will not be
contacted.

If you disable or do not configure this setting, security
intelligence update sources will be contacted in a default order.

Cancel Apply

12
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5. Open Computer Configuration > Administrative Templates > Windows
Components > Microsoft Defender Antivirus > Security Intelligence
Updates > Define the file shares for downloading security intelligence

updates.

=l Local Group Policy Editor
File Action View Help
Lol dBla (TR 7 ol

| Maintenance Scheduler

~ Security Intelligence Updates

User Account

| Maps .
MDTVI Define file shares for downloading Setting
| Messaging security intelligence updates [£] Allows Microsoft Defender Antivirus to update and commu...  Nc
Microsoft account Edit policy setting Define the number of days before spyware security intellige..  Nc
=) policy s . p
~ || Microsoft Defender Antivire iz| Define the number of days before virus security intelligence ...
3 Client Interface Requirements: efine file shares f loading security intelligence upd...
*| Device Control \'?\f IEdaSt W‘&”d“xs S;""E’;_Euv Turn on scan after security intelligence update Ne
1 Exclusions indows & or HWindows Allow security intelligence updates when running on battery... Nc
| Features Description: Initiate security intelligence update on startup Ne
| MAPS This policy setting allows you to Define the order of sources for downloading security intellig...
> [ Microsoft Defender Expl :D”;‘DL"EI U'j““““”;f”“"ﬂ Allow security intelligence updates from Microsoft Update  Nc
or downloading securi . .
- xﬂg:f for Sy intelligence updates. Sources will Allow real-time security intelligence updates based on repor...  Nc
- ark Inspection s be contacted in the order Specify the day of the week to check for security intelligenc...  Nc
- ;}ualra.ntm: specified. The value Ofﬂ’_“s setting Specify the time to check for security intelligence updates MNe
- Rea -t;r.n:. rotection z:::::t:: :;.t:;e:n?r:eﬁﬁ.e.;g the Define security intelligence location for VDI clients. Mc
» [] Remediation
Reporting security intelligence update Configure security intelligence updates according to the sch.. Nc
= Scan sources. For example: "{\uncl | Allow notifications to disable security intelligence based rep... Nc
= . Wunc2 . The list is empty by Define the number of days after which a catch-up security i..  Nc
_| Security Intelligence Up default
Threats ' v Specify the interval to check for security intelligence updates  Nc
5 [ Microsoft Defender Exploit 1 If you enable this setting, the
\E)(tendad AStandard
18 setting(s)
6. Change the setting from Disabled to Not Configured, and select OK.
A Define file shares for downloading security intelligence updates O *

E‘ Define file shares for downloading security intelligence updates

© Not Configured Comment:

() Enabled

() Disabled

Previous Setting Mext Setting

Supperted on: At least Windows Server 2012, Windows 8 or Windows RT

Options:

Help:

Define file shares for downloading security intelligence
updates

This policy setting allows you to configure UNC file share
sources for downloading security intelligence updates. Sources
will be contacted in the order specified. The value of this setting
should be entered as a pipe-separated string enumerating the
security intelligence update sources. For example: "[\unel |\
fwuned 1", The list is empty by default.

If you enable this setting, the specified sources will be
contacted for security intelligence updates. Once security
intelligence updates have been successfully downloaded from
one specified source, the remaining sources in the list will not be
contacted.

If you disable or do not configure this setting, the list will
remain empty by default and no sources will be contacted.

How to Create a Standard User Account

A user account with an Administrator account type should only be used when
system configuration changes are required.

For normal operations, use a user account with a Standard User account type.

EI00000005686.01
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The following shows how to create an account with a Standard User account type.
1. Open Settings.

Start
=.E Q Search [
Q bearchi
Pinnad
e | &=
Edge Settings File Explorer

2. Select Accounts.
3. Select Other Users.

PR = a X
T Accounts
L Lol By
G BAAA
o
= e
[ ] th & gewices
e
W Korwork Bndemes = !
4 Peronzaver = Enail & accoumn N
o Bcmcearia umd _— i
| o e 4&_—- Sgn-n opbom )
W Torw & largaege
K teomsibiey & . . :
W Privecy B ity
B Winson Update Ly e e ’
iy Wi bk
[y e woar sl
4. Select Add account.
[ LR - a X
& Accounts » Other Users
mm Ll Bavvmard
Cthar nar
W Saiem

14 EI00000005686.01
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5. Enter a username and a password, and select Next.

Microsoft account X

Create a user for this PC

If this account is for a child or teenager, consider selecting Back and creating &
Microsodt account, When younger Tamily members lag in with a Microsoft account,
they'll have privacy protections focused on their age.

If you want to use a password, choose something that will be easy for you to remember
but hard for athers to guess,

Wha's gaing to use this PCF

[ |'_I5|:r namse |

IMiakee it secure,

| Enter password |

| Re-enter password |

6. Select the user account created, and then Change account type.

~ e - a L
| Accounts * Other Users
- Lol Byvomrd
Cthaw lnan
B Saien
«  TEST

B sharsoctn Bgevicer - S —— I

W 1
- e e
& Pemonalizagon

R iaurd and dila Ferncae

[~ T

7. Select Standard User.

Change suoours bype

Change account type

H =
Local Account

Adeinsiratse

8. Select Start and then the account icon.

EI00000005686.01
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9. You can select the user account created.

»
& Change account settings

B Lock
3 Sign out

& TesT

UEFI BIOS

UEFI BIOS Setup Menu

To enter the UEFI BIOS setup menu:
1. Turn on the product.

2. While the boot screen is displayed, press the [DEL] key.
3. Enter the password (default password: Pw#12345)™1.

4. The BIOS screen will display.

"I Make sure you change the default password. Refer to Changing the UEFI BIOS

Password, page 17.

Depending on the settings, such as Fast Boot, you may not be able to enter the
BIOS setup menu using the above procedure. If that is the case, display the setup

menu using the following steps.

1. Turn on the product and start up normally.

2. Open Settings.

BB Q search L
Q
Pinnad
e | ®| =
Edge Settings File Explorer

Select Recovery.

Select Troubleshoot.

Select Advanced options.
Select UEFI Firmware Settings.
Select Restart.

© ® N Ok w

From Advanced startup, select Restart now.

Enter the password (default password: Pw#12345)"1.

"I Make sure you change the default password. Refer to Changing the UEFI BIOS

Password, page 17.

16
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Changing the UEFI BIOS Password

For security reasons, make sure you change the default password (Pw#12345).
The following describes the procedure for changing the password.

NOTE:
+ The password requires at least 8 characters.

+ Even if the battery is removed for replacement or any other reason, the
UEFI BIOS password will not reset.

NOTICE

ACCESS LOSS

Store your UEFI BIOS password information in a secure location.

Failure to follow these instructions can result in equipment damage.

Display the BIOS screen. Refer to UEFI BIOS Setup Menu, page 16.
Select Security.

Select Administrator Password.

oo Dd -

The Enter Current password dialog box appears. Enter the current
password.

The Create New Password dialog box appears. Enter the new password.

The Confirm New Password dialog box appears. Enter the same password
as step 5.

Press the [F4] key.
Select Yes in the Save & Exit Setup dialog box.
The product is restarted.

In-Band ECC (only Atom model)

The CPU in this product supports In-Band ECC. The following describes the
procedure for enabling and disabling In-Band ECC (default: Disabled).

1. Display the BIOS screen. Refer to UEFI BIOS Setup Menu, page 16.
Select Advanced > CPU Configuration > In-Band ECC Support.
Select Enabled or Disabled.

Press the [F4] key.

Select Yes in the Save & Exit Setup dialog box.

I

The product is restarted.

Launcher

Starting the Launcher

The Launcher is a utility that you can set up to start programs and settings. The
Launcher allows for convenient touch-screen operation by displaying icons for
registered various settings.

You can start the Launcher from the shortcut icon on the desktop.

EI00000005686.01 17
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[ ]
LN ]
Launcher
Launcher top screen
Application Launcher
| E
3 @) & )
Buzzer Power Recovery USB Shell
® (= 3%
System Write Filter Window Locker Edit
NOTE:
+ To customize the Launcher, refer to Edit, page 25.
* Download the latest version of the utility for Harmony PSAG from the following
URL to keep the Launcher up to date.
www.se.com/ww/en/download
* When the Launcher is already installed, it is overwritten. If you used Edit to
customize the Launcher, customize again.
Buzzer

Sets the sound on/off when you perform touch-panel operations.

Default: On
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Touch Buzzer X

d

FE3Y

Front Display

@ -

NOTE: The buzzer sound is prioritized by the UEFI BIOS settings over the
Launcher's Buzzer setting. Make sure the setting is Enabled in Advanced >
Onboard Device > Beep On (default: Enabled). Otherwise, even if the
setting for the Launcher's Buzzer is ON, the buzzer will not make a sound.

Write Filter

This function prevents writing to the system disk.

By enabling the Write Filter, you can prevent damage to the system disk and
shortened life of disk due to excessive writes.

Default: Off (Disable)

Write Filter X

& a

& eO-
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NOTE:

*  When only one volume is set to the Write Filter, the screen displays just
that one volume.

* When changing settings (such as settings in the Launcher, and when
adding drivers, changing the registry, or installing applications), disable
the Write Filter. If the Write Filter is enabled, any changes to settings will
be erased when the operating system is restarted. After changes to
settings are complete, we recommend that you re-enable the Write Filter.

« If the Write Filter is enabled, the fast startup function is disabled.

ACAUTION

EQUIPMENT DAMAGE

Regardless of the Write Filter setting, do not turn off the power immediately after
turning on the product.

Failure to follow these instructions can result in injury or equipment
damage.

NOTICE

LOSS OF DATA

Do not turn off the power while writing to a storage device that is not protected
by the Write Filter.

Failure to follow these instructions can result in equipment damage.

Shell

You can hide the Windows® desktop by switching from the Explorer Shell to the
Custom Shell.
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Custom Shell: The Windows® desktop is not displayed. After the product starts up,
the Launcher landing page is displayed.
Explorer Shell: The Windows® desktop is displayed.

Shell X

Do you want to change the shell to Custom Shell?
(Restart the system automatically and the Windows® desktop is not displayed.)

Shell X

Do you want to change the shell to Explorer Shell?
(Restart the system automatically and the Windows® desktop is displayed.)

NOTE:
» Install applications in the Explorer Shell.

* When changing to the custom shell, the features shown in the Explorer
Shell (such as Windows® desktop, Start menu, taskbar) cannot be used.

Power

Use this feature to operate the product's power supply.

Hibernation X

Shut down

Restart

EI00000005686.01 21
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System

Displays the version of the product firmware, BIOS, and operating system.

System Version ><
BIOS RAR xx (i5: RAR xx, Atom: AAR xx)
Windows License: Windows 11 loT Enterprise 2024 LTSC (64bit)

05 Base MK
05 Patch Mone

Recovery USB

This feature is to create a recovery USB to restore and back up the system.
During the creation of the recovery USB, the operating system image at the
factory default is automatically stored in the USB. With this image, you can restore
the factory default image, refer to System Recovery, page 31. If you need to back
up your current system, refer to System Backup, page 29.

Prepare a commercially available USB memory with a size of 32 GB or more, to
create a backup USB.

1.

o kw0

Disconnect all connected devices from the product.

Insert a commercially available USB memory.
Open the Launcher.
Select the Recovery USB icon.
Select the USB memory in Select a USB storage device.
TecoverysB Creation Tacl =
Select a USB storage device
N a
iy N
| USB Device l
Progress
Start ‘ Close
Ver. XXX
Select Start.
In the confirmation screen, select OK.
Warning X

The data in the selected device will be lost.
,  Are you sure you want to continue?
| ~ This might take a few minutes.

Cancel |

22
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8. When completed, the following message appears and select OK.

Information X

'f0:' The operation has been completed successfully.

9. Close the Recovery USB screen.

10. After the operation, the drive labeled "Other label" is create in the USB. The
operating system image at the factory default is stored in the folder named
"Factory image" in the drive.

o= Cther Label (B * i = @

€ T C [ > Otherlabel(8) > Sgarch Other lal @,

@ New . sest = View (B Datais
ame i Date modified Type

B Desktop Factary_Image 111772005 513 AM File falder
& Downloads
] Dacumen: its
M Pictures
‘l’ Music
1 videos

L T . T T

M This PC

w— Other labeel (B:)

> w= RECOVERYUSE (A)

3 Netvrerk

L 1 iterm ;lL.

Window Locker

If for some reason the connection to the external display is disconnected, the
displayed application window may move to a different position or to a different
display altogether. By using the Window Locker, when applications start up you
can display them in a fixed position, so that after reconnecting external displays
you can view the application window in the same display and position as before
being disconnected.
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Window Locker — *

© o o

[ Allaw changing positions of windows

Refresh Interval ms

A. LOCK
B. PLAY
C. STOP
1. Start up all application windows to define their display positions and which
display to use.
NOTE: If you save the display position while the application is in full
screen mode, the window may not display properly.
2. Move each window to the desired display position.
3. Run Window Locker from the Launcher.
4. Select LOCK to save the display position.
NOTE:
* Window sizes are fixed to the size when LOCK is pressed.

* By entering an amount of time in the Refresh Interval, if you change
the window size or position after PLAY is pressed, the window will
return to its original size and position when the time elapses. If you
select the Allow changing positions of windows check box, after
PLAY is pressed, even when the entered time elapses the window
will remain in the changed position, but the window will return to its
original size.

* The Refresh Interval input range is from 100 ms to 86,400,000 ms
(24 hours).

5. Select PLAY. Every time the application window opens, it automatically
appears in the saved position.
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Edit

NOTE:

3

When saving window positions, ensure that the Write Filter is disabled. If
the Write Filter is enabled, the saved information will be erased when the
operating system is restarted. After you finish saving, we recommend that
you re-enable the Write Filter.

To temporarily release the fixed position, select STOP. To return to the
fixed position, select PLAY.

After saving the window display position, connecting or disconnecting an
external display loses the display positions. If you add a connection or
disconnect, save the display position again. However, if you return to the
same configuration as before connecting or disconnecting the external
display, the saved display position information is applied so you do not
have to set the display information again.

You may not be able to normally save the display position of windows with
the same name, or applications such as Windows® Media Player, which
have multiple internal windows.

After saving the window display position with Window Locker, changing
the screen placement or resolution could cause the window to display
incorrectly. If you change the screen settings, save the window display
position again.

You can use this function to customize the icons displayed on the Launcher. You
can also add any application to the display.

Q—I Buzzer | | Power | | Recovery USB | l Shell |

? ? |App|ication Launcherl
%] [of |

f f f
| \ P
O & C3o

® | B @

[ system | [ writeFilter | Window Add
Locker !
Reset End

A. You can change the name of the icon.
B. You can change the application displayed. Click to display a screen where

you can select the application's exe file. Select the exe file of the application
you want to display.

EI00000005686.01
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TPM

Trellix Software

Introduction

i Select a file to register X

« v <« Local Disk (C) » Windows > ~ O Search Windows »

Organize v New folder

Name
st Quick access
WinS:S

zh-CN
zh-TW

I This PC
B 3D Objects

[ Desktop [ bfsve
= 1 explorer
B s
@ HelpPane
& Downlosds
& bh
b Music " notepad
&=| Pictures E) regedit
Videos = sphuowsd
‘2, Local Disk (C:) 4 winhlp32
¥ wiite
¥ Network

<

File neme:  notepad

Click this mark to remove the icon.

Add the application displayed. Click to display a screen where you can select
the application's exe file. Select the exe file of the application you want to
display.

Returns the icon display to the factory default settings.
This button releases Edit mode.

This product comes equipped with the TPM 2.0 module.

Enable or disable TPM in accordance with the laws, regulations, and standards of
each country.

TPM is enabled by default.

NOTE: Enable BitLocker to make your system more secure.
Turn on the product.

While the boot screen is displayed, to disable TPM, press [CTRL]+[D]; to
enable TPM, press [CTRL]+[E].

The product is restarted.

After the setting is updated, when TPM is enabled, Trusted Computing is
displayed in the BIOS Advanced menu. When it is disabled, Trusted
Computing is not displayed.

- AMI

Aptio Setup

Advanced REEEIIaSRLY Boot ave &

ry

Yy ry

Onboard Device
CPU cConfiguration

NCTS525D Super IO Configuration
Hardware Monitor

S5 RTC Wake Settings

Network Stack Configuration
NvMe Configuration

By purchasing the optional Trellix license (HMIYP6LSMCA) and using the Trellix
software, you can increase the security on this product. For the software functions
and how to use the software, refer to the following URL and search for the
associated manual.

26
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https://docs.trellix.com/bundle

The following describes how to install the software and search for the manual.

Installation

1. Insert the Trellix license USB storage to the product.
2. Run setup.exe in USB storage.

3. The installer is executed.

Searching for the Manual

The following describes how to search for the Trellix software manual. Check the
software version beforehand.

1. Select the Settings button.

% Q Search L
PFinnad
e | ®| =
Edge Settings File Explorer

2. Select Apps.
3. In Apps, select Trellix Solidifier.

& Settings - o x
® o Apps > Installed apps
L .
e |
e AN v % Sort Duté instalied
W Setem
15 apps found
0 Biuetooth & devices
Treli: Solidifier
W Network & internet , LT ! . -
# Persana Fzation ﬂ .
| B Apps = E=IIRISSE
S Accounts A
- Inted(R) Arc Software & Drivers
[ s O
‘D Time & language
K Accossinility ﬂ r:p-.nt..(:r::qg;?_::(:omlj.:, .
W Privacy & security
@ Windows Update 4 I‘n‘.:::,’:na;erre.'nEn;:’:eCc’rD;:':h
4. Confirm the version.
Trellix Solidifier 48.4 MB
3N Trellix Al 48.4 v
=, we all ws B
J,l Tl L o i Uninstall

5. Close the Apps screen.
6. Display https://docs.trellix.com/bundle in the web browser.
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7. Search for Application and Change Control corresponding to the version
confirmed in step 4.

NOTE: The Trellix provided on our optional Trellix license USB storage
supports an unmanaged environment (called standalone or self-managed)
as defined by Trellix. It does not support a managed Trellix ePolicy
Orchestrator - On-prem environment. Please be aware of this when
reading the manuals.

Uninstallation
When uninstalling, you need to uninstall the following two applications.
» Trellix Solidifier
+ Trellix Installer
Steps for uninstalling is as follows.
1. Select the Settings button.
Start
=.E Q Search L
Q Eaar 1
Pinned
€| &=
Edge Settings File Explorer
2. Select Apps.
3. In Apps, select Trellix Solidifier.
Setring: — o x
S . Apps » Installed apps
g @
e 15 apps found h
0 Blustcam & devices
Trellix Solidifer
W Network & internet / . -—" -I ] -
/ Trelix_Installer
T . F?‘l - sl b
H Inted(R) Arc Software & Drivers
e T A s
ﬁ IF'!'.F'-n.l.f.'\:):f“.\’fﬂylc:‘:olm.l."ﬂ =
I " I'|‘.r'i=,'..\'n;mr¢.1t En;-"eCc'l'.Dl:_w':I:
4. Select Uninstall.
Trellix Solidifier -
v 4 Y| Trellix L 48.4 MB
_*l . ._.:' “_'IJ:_ p— . Uninstall
5. Follow the same steps and select Trellix_Installer, and then Uninstall.
Pg’l Trellix_Installer a5.4 MB
KE wxwxX | Schneider Electric LR ] Sl
Medify
Related settings Uninstall
28
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System Backup

After product setup, backing up the system is recommended. Prepare a
commercially available USB memory with a size of 32 GB or more, to create a
backup USB.

NOTE: Right after the hibernation is performed, system backup or recovery
will not run properly. Perform system backup or recovery after shutting down
the product.

Prepare a commercially available USB memory.

n

Create a recovery USB with the Recovery USB in the Launcher. Refer to
Recovery USB, page 22.

Insert the recovery USB created in step 2 into the product.
Turn on the product.

While the boot screen is displayed, press the [F7] key.
Enter the password (default password: Pw#12345).

N o o Mo

From the following screen, select the recovery USB.

Please select boot device:

Windows Boot Manager (PO: TS512GMTS400I)
UEFI: SE USB Drive 0917, Partition 1

Enter Setup

4+ and § to move selection
ENTER to select boot device
ESC to boot using defaults

8. Select Backup > OK.

1 3

Restore and Backup Tool Ver. XX

What would you like to do.
" Restore

(¢ Backup

(" Reset to factory status

| OK I Cancel

NOTE:

» Ifthe "Factory image" folder where the factory default image is stored
remains in the USB under the "Other label" drive, Reset to factory
status is displayed.

» After restoring your system image in the product, the factory default
image will be lost. Even if you perform Recovery USB in the
Launcher, the factory default image will be no longer created in the
USB.
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9. Select the disk to backup. Only C drive can be backed up. If several storage
devices are shown in the dialog box, select the storage device of C drive. If
there is only one storage device, the following screen does not appear and

skip to step 10.

Device select

Select the device to backup.

D#201

OK Cancel

10. Select the drive labeled "Other label", enter a file name, and select either
Save or Open.

I —
Save As [t
Save in: | we Otherlabel (E:) | e ® ok E-
/} Name - Date modified Tvpe
H::mu Factory_Ilmage File f¢
Libraries
This PC
File name: |backup = Save
Save as type: | wim files (*.wim) -] Cancel

NOTE: Do not create the backup image in the "Factory image" folder.

11. In the confirmation screen, select OK.

Warning

i., Wiould vou like to backup 7

0K GCancel

12. Backup begins.

EX¥ Restore and Backup Tool
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13. After backup is complete, the following screen is displayed. Remove the
backup USB from the product, and then select Restart or Shutdown.

Information

Remove the Recovery USBE.

| Restart I Shutdown

lo\' The operation has been completed successfully.

System Recovery

To restore the system, a recovery USB is required. Prepare a recovery USB
created with Recovery USB in the Launcher. Refer to Recovery USB, page 22.

NOTE: Right after the hibernation is performed, system backup or recovery
will not run properly. Perform system backup or recovery after shutting down
the product.

Insert the recovery USB to this product.

Turn on the product.

While the boot screen is displayed, press the [F7] key.
Enter the password (default password: Pw#12345).

o M 0D~

Select the recovery USB.

Please select boot device:

Windows Boot Manager (PO: TS512GMTS400I)
UEFI: SE USB Drive 0917, Partition 1

Enter Setup

4+ and § to move selection
ENTER to select boot device
ESC to boot using defaults
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6. To restore the system image backed up with Recovery USB in the Launcher,
select Restore > OK.

-

NOTE:

« Ifthe "Factory image" folder where the factory default image is stored
remains in the USB under the "Other label" drive, Reset to factory

status is displayed.

* Reset to factory status resets only the operating system image. It
does not reset the UEFI BIOS settings.

» After restoring your system image in the product, the factory default
image will be lost. Even if you perform Recovery USB in the
Launcher, the factory default image will be no longer created in the

USB.

Restore and Backup Tool Ver. XX

What would you like to do.

(+ Restore
" Backup

" Reset to factory status

o]

Cancel

7

To restore the factory default image, select Reset to factory status > OK.

Restore and Backup Tool Ver. XX

What would you like to do.
" Restore

" Backup

(¢ Reset to factory status

]

Cancel

7. Select the disk to recover. If there is only one storage, the following screen
does not appear and skip to step 8.

Device select

Select the device to restore.

TS5256GSSD420I
2 T5128GSSD4201

OK

Cancel

32
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8. Ifthere is one wim file stored directly under "Other label", or restore the factory
default, go to step 9. If there are two or more wim files stored directly under
"Other label", select the "Other label" > the wim file to restore > select Open.

Open

|

Look in: [ == Otherlabel (E9) ~| = @& ok @

q Name - Date modified Type
. Factory_Image

Nowid File fe
8 () backup.wim WIM |
r‘] backupsample.wim wimM
Libraries
This PC
File name: Ibackup ﬂ Open
Files of type: lem files (*.:wim) ;J Cancel I

9. In the confirmation screen, select OK.

Waming '

y All data on the device to be restored will be replaced with the
40, datainthe systemimage.
Are you sure you want 1o continue?

| OK I Cancel

10. Recovery begins.

Select Restore Tool

Start the Restore
Please wait a minutes...

11. After recovery is complete and the following screen is displayed, remove the
recovery media from the product and select either Restart or Shutdown.

m —

Information

- ) The operation has been completed successfully.
( y Remove the Recovery USB.

| Restart I Shutdown
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As standards, specifications, and design change from time to time, please ask for confirmation
of the information given in this publication.
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