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2 AFEmBER AR ERTRS
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mal
S ST B i R R e R,
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Schneider Electric Green Premium™ &ZA57&

IRt

RoHS

REACh

SR | BE

3 LATERAVE B SIS NATREF TR , [ TRsNFFi%EE Green Premium,

4 e ERkEEEEY Green Premium 3#%%1F Green Premium T3],

BRI TS E S T,

Green Premium £SREICR T SF-mMER B XA TR |
RoHS : BEYERH (RoHS) 5<%
EEEER
HBEHE
REACh : RUEBCZERIEA. . BAFIRBIEM.
© FERINEHDR (PEP)
«  IREREA (EoLl),

Schneider Electric = £HCEENEIE TS RoHS 23K , AFEEAERFSIL
FHRF SRS, BESS. AT EEFEeREEHNES -

RRERTE X HY RoHS R/,
SRETE XA RoHS R,

Schneider Electric F=RESECEEIRNET&IENE REACh i £/ , FiBEXYEFREE
HA A TESEX TR (SVHC) REFXNER.

F=RIMEHER (PEP)

HRIEi%ER (EoLl)

Schneider Electric fR#E 1SO 14025 PEP Ecopassport itk /2 —E2ELHEIVIE
iR, HhaEEDAIE mER S i ERAVR IR EEUE. HmiEilRrd s
. =El PMERREERA R/ aE TR R IE .

RERBFAERAREFHESIRES (WEEE) 185 |, FHEM :
Schneider Electric FERIIB AR =R,
s FRIEEHBEUNRBENBZEINARRFES.

© EIBARASEEMTMENTEHTR . ATILWRERIB AR AR
EhENEE/AFREMT.

HXERE

IFM $ZON4A (Parent Topic)
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HEExIH 28 (M2M) BRINRERIF AR BT 28 < B B IERE3 I , TEA
TF. XEFRENS[TUEREATENER THEREEN. EE=EEFHRIEX
LERMERE.

IFE #0090l EiYZR S M2M iBIIEEa] faR Modbus TCP i@IHAYRZ M , Mioxd
HiTRIP. 2@ IFE WITEGEILLINEES , Modbus TCP ZFi%5 IFE #0O2
[BRYEIRAEiRO 802 £{FFS TLS thi}in%. BX{E IFE W LA M2M BEZE
Modbus AR , iBEIH IP WLEIRSS2, 78 T,

iE: AT E M2M Z2BHIEFETLE , Modbus TCP EFimiA sz Modbus

TCP over TLS, MNREFIRASIHFULEE , NLHERRA 502 ERGHRE
Modbus TCP,

AKX ERR
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RBAC ENX
E?%@E’Jlﬁltﬂkeﬁzs—ﬁﬂﬁﬁ%)ﬂ DEARHEEINREBING T | ATE X iiIeens
Al
RBAC {¥% MasterPacT MTZ, ComPacT NSX LA} PowerPacT H, J #0 L B4l
PRESSTHT.
élJ_JI—F@JETL_LJ_EHT 5 RBAC HlHEIIEEXS IFE #Z=OA/%AE
IFE /0T

EcoStruxure Power Commission (EPC) 24

BXREEY EPC B4 ESIEZRI S RBAC BSR. , 185 IP WSS, 78
ﬁo

ABENX
HEBERT , TEHREX TUTEE :
Security Administrator (SECADM)
Engineer
Installer
Operator

* Viewer
ZEEBERNBTMRAFPSE— AR, 81 HeEHEa1ET IFEEOBFP—EN
PR,
LZEEERILIEE IFE BOMAR
£ IFE #0O0MI E
FIFE EcoStruxure Cybersecurity Admin Expert (CAE) #44

DOCA0142ZH-10 45



FAT B MRS AR AILAA R ]

BT Aaainerzs

EcoStruxure Cybersecurity Admin Expert &R

CAE JRHi&8

Cybersecurity Admin Expert (CAE) £X{4F3FEl4Hhik A9 004.009.000 FIEEHI
IFE ZEONZ 2R E,
ZEERROILAMFEA CAE {4
- &I IFE EO/AF
- EX IFE #ONZSKRIE
- BRERE EHFSA IFE #O
« RS IFE EORRESEIRE (DSS)
EXFMER | iBSHEX Y, 6 TAthAY EcoStruxure Cybersecurity Admin
Expert $5F8.
iE:
- BRI HTTPS LUSECEM CAE RiGL2fEHE IFE 0.
- JSF DPWS LA7E CAE #44 EATR IFE #2200,

L2 EERATLIE CAE RGBT SE

b iz =l
RAEAEIIHS EﬁﬁEZ@HFJ{I@T;T‘#’EE‘JE?&&EUlthT_H:QE , IFE #00K SBE : 1-3600 7
et EREME : 600
BRAEREIHRE BRABEREHIRE SBE - 1-32
HEE: 3
PiERHS FEMISEMBEZ G |, SUERIRF KRR, SBHE : 0-3600 #»
R&E 607
LoggingPolicy ERATERZAFKF HERE : ©EH
SyslogServerlPAddress #i\ Syslog IR5528HIIRS5 88 -
IP Bk,

SEE : 1-65534
THEE : 601

SyslogServerport i\ Syslog fR$S28iROS.,

IREFINEIEEUNR

ellfeass et =1 RERE : M

iE: 34T IFE 20 , CAE TSRS 12 MAFM 10 MREFAE.

CAE RIS EIRE

IREFFEIRE (DSS) 2 IFE #MMEH , It MIEEHERE. flun , A
ltﬁlgi)g’ﬁﬁ , ALATESSERY IFE 320 EEGE Modbus 22, BRMEEMZEORSIES

CAE R T LU NRBIHEIRE

o it BEieE
DPWS EIVIRS £ IFE 0O _L80E DPWS KL, ==
FTP [RSBEIRS £ IFE 00 L80E FTP fRS5:8. 2%
Modbus Z21K7S £ IFE 0 E#GE £ %S Modbus, B[
Modbus TCP k& £ IFE $0 _E#5E Modbus TCP, =1z
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S AEIBER

ZeEERALUER CAE RIHEN BN ABINIR.
TENE T B RBRIRER :

] )
R :
Viewer Engineer Operator Installer izf':‘l:g trator
UEPSRERY - v v v -
HHPREEN - v v -
HEFEEIS A - v v v -
AHERIER v v v v v
RENEETIER v v v v v
RENERESA - v - v -
REUEEFBEAN - - v - -
REREBA v v
REERIE v v v v v
BERIEE - v v -
BHIRESBA - v - v -
BREHSA - v - v -
REAFIRSEIRESEA - v - v -
B HEAFNRT A RN v v v v v
RE(ERIE - - - - v
ZEREEAN - - - v
REEHBEAN - - - - v
HTERRRIZHIBA - - v
HTEEERRIRES A - v - v
Wi AR ST - v v v -
RIFSRIERY - v v v -
RIFIREBA - v - v -
RIFIEFISA - v - v -
NG S RIEEY - v v v -
RNAHIRESA - v - v -
BANGEHERSA - v - v -
ZEATERIEN - - - - v
ZEATREER - - - - v
REHEHRESA - - - - v
HHXEHE
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. g% IFE MR ERFahS IR, BXFMER | B2RSHE| CSV, 86
Ude

7£ IFE IAECE Syslog 244, AXMER | , £IZEATHEERIE
FIBCERY Syslog fR5588. BXIFMER |, 15217 Syslog k55244, 86 T,
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TSR Web EEES
LAt FF Windows XP RIKRZE FF Windows Vista | FiF Windows 7 RRELE
HIRRAS ShRASRIRRS
Microsoft Internet Explorer IE9.0 IE9.0 IE 10.0, IE11.0
Microsoft Edge - - 81.0.416.58 R EFhRA
Mozilla Firefox 15.0 20.0 20.0, 45.0
Google Chrome 24.0 R EFhRA 24.0 RREFhRA 24.0 R EHhRA

ERiHIE IFE RI5T

EVRiIE) IFE RTaRT , ©JRECE IFE &FR.

it

RAETA. RBENFRZENEERE
BEUXERRS , EXEOAER , LSS THhIHEENERERE. BENEE.
AEfE LRI sE SEIR FIRIA.

BX{EF SecurityAdmin FAF43 ( Security Administrator 82 ) i8] IFE 20
B , BEKAFENREER.
BURIAIE IFE RTIANS BRI ENANRERS
+  Windows Vista, Windows 7 & EE ek EHhRARHRIER S
«  Windows XP & B {EMRAHHRIER T
iE: AERIBIRIXL R TIRIXT IFE ZOMTHER , ARBRNSESEE.

@id Windows Vista or Windows 7 and Later PC i#{FERi5Ia

b e

1 ¥ PC 5 LAN BOZESRE |, F+KH Wi-Fi,
2 BT EAY Ethernet EBSSEIRZ IFE 2 OKEIRPIZRRY Ethernet 33HEA,
3 ¥ Windows BEREEEE.
4 BERILE , W IFE-XXYYZZ BB EIREFIRF.

iE: A1 IFE SRR ETE Windows FREIEERIIRESIFRT , WNERGRBURMHER T PCH IFEZO .
5 WEEHRY IFE-XXYYZZ | SRS eE R B o TSR IE.,

i BRENLSSEMRE Microsoft Internet Explorer &%, Microsoft Edge,
6 BARFE securityAdnin 1% ARARARRA , BTG BEIENISRTITIF.

iE: APSMNEBXOANE,
7 MEFEKHRETRG , BT SecurityAdmin P& 8L R AEE 2.

AREXERKFIFRERIENRT.

8 WAIBZEE. BB, WBIAZE. BT 1D fIBiE , LIESHRE .
9 NESERERES | ARRENAEN.
10 WNEETENL IFE-XXYYZZ , {SSRTEATR EANREE. 1EE IFE-XXYYZZ §9 ULP LED 187~ T 15 7 (R ) .
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T 1R#ME
11 SNEAER IFE-XXYYZZ | {SiEFHRERE , BRIRE KA , MARSEEN , AGRERAER.
12 FRtERIAY IFE ZAREIEARE | FRIEEMGEY IFE 20,

iE:
o XXYYZZ E+75#E] MAC YRR 3 MFET.
- YNER DPWS &B#IEH , MieEMRXIERE.

1T Windows XP PC #{7&57i518

i R
1 WIFFTES LAN BIZERE | FE507) Wi-Fi,
2 BT EHAY Ethernet EB4SZEREZ IFE #8201,
3 FIFFRIDTALRRS, 51 T,
7 THEH L ENERIERE 1P Hilit 160.254 #.# (#=0-255) FIHE F MRS 255.255.0.0,
4 FEMBUESZAHES | SN 169.254.vy. 72 , H YY §12Z 2 IFE £ MAC #ItH9S/E 2 D515 ( BI1E IFE #0550
IR ERE] ) | AT EnteriE | BTUENLSSRITH.
B : XFTF MAC it IFE (-5l ) B9 00-B0-D0-86-BB-F7 or 0-176-208-134-187-247 , FEMBUESTAEFSIN
169.254.187.247,
S T Enter §# | SEREEER B TS RITE.
6 BINFFE securityadmin FIEHE AaARRAAL , BTV ERNFERIEEEHFTH.
iE: APENEBROANE,
7 MEFHHRETRD , BIMTE SecurityAdmin FIFEE5:LIEFRAIEIE X,
REESERKFI¥RERENRT.
8 MAIBZEI. 0. WA, BFHRME 1D FHIE | LIENEEER,
9 WESERERES , ARREHAEN,
10 WMBTEAL -XXYYZZ , BRI LAY IREAIE. EERY -XXYYZZ B9 ULP LED ik 15 72,
11 MBS -XXYYZZ , BIER RERR , R IR TXE , ANREER , KEREMAEN,
12 FAtEEEY IFE SRREUEIRES | FHEHENEE! IFE £20,

iE: XXYYZZ 2753 MAC IERERSS 3 =15,
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RERMILERIL. BFRNISEHN 1P bR 3R,
R DTG IAPREUR T 1T EhthiRhE.

BCE IFE BfRfE | {RERLATERIR] IFE M,

T 2
1 1% IFE O sERPIERE Ethernet FFRIEZZEBIRR (LAN),
2 BITENIEREE LAN,
3 $TFF Windows &iRETESE,
4 BFERLE |, N IFE SR ENMERETIRP.
iE: QIR IFE BFRAKRE/E Windows FREIEREINSEIIFRT , WeEEERELIEMSERE T PC 1 IFE &0,
S Wi IFE B ( BIEUT%ERE IFE FOEANESEIRE L) |, BENSSETEm I AERTA.
iE: TRENISSEEIRE Microsoft Internet Explorer 8, Microsoft Edge,

BRI

WARSEFE DNS fRSSES.

B2 RME
1 ¥ IFE EOEMEHRPIZBAT Ethernet FFRIEIZE LAN,
2 Bt EERSE LAN,
3 FIFFRITTN LSRR, 51 T2,
4 FEMBUESTAHE |, I IFE BFR , ESEAIT P IFE O EENRERE L.
5 #ZT Enter # , S{ENSRT B IHFERT@E.
iE: AR IFE ZOKERE Windows BREIERRIRESIFRTD , WERENETRHSEE 7 PCH IFE&EO .,

iE: IFE IP i3 BRETZ DNS fRSSEFRIRFBIRE.

IP HttibiNles

WIRE IP BSEE.

&2 1R
1 15 \FE O ERPIERAT Ethernet FFRIEIEZE LAN,
2 BITENIEES LAN,
3 FIFFRITURESRS, 51 T,
4 TEMENESTAKE R | BN IT TR RIRHAT 1P St
5 1T Enter § , S7EXYGRE P B TP ERTE.

i RKREM TSRS I ERUHEBRIERETR , WEERBE A% Internet Explorer HfInternet Explorer\ T
BE\ERMHNEEEVERES HRE T 2RISR,
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DOCA0142ZH-10

55



FAT B RS RRAYLUKMIZ

MUE S AP SR E

ERXiy

I AR
EEARFNIE=HIRY ST

ErRXKERREEF

tHXERR

N RASFRERAITAEXFER.

«  MITHESEFRE (Parent Topic)

FRE i iR
BTEREE 88 T - BREEREREENE 10 EHRAVEEE.
RFEARIMEFRKE.
FEVFEHIRTERESF0 10 R FEFERR.
\A i
ISBRRIET
FRE| i ik
Eifl RE, 04 BT REMERRRRANIZHIEUE.
PAKRI, 95 TR BRUAMNE B BRI A MmO RIS kiR,
MODBUS, 96 T1 87K TCP/IP #1 TCP i OiEEN £ BF i EUE.
ULP,97 T B ULP inERENEBRITEUE.
TUSR-RSTP &, 98 1@ B/~ RSTP RIFHHSHIETE.
TUR-RSTP %, 99 TR B/~ RSTP imOHNZHIETE.
SNMP, 100 T3 B~ SNMPV1 (KIBRNZHREURE.
EEEES1FE, 101 T ERRERIIRUIRENES Z LR R 7.
IFE, 102 @ - SR IFE #EOEXER,
R IFE ZOSEFNFE.
88, 104 11 - BREEZE ULP RO/ IMU 185K,
BRIEEIREHEHPITEESEER.
R0 EHmN R E.
BRI EEMEMGRSIFEAER.

FEE R i
3] BEAFNAYIE, 59 T FNREEEAFNRTE , BiEFEA NTP EREENZE IFE /8 , 5i&
EeEiEiEs IFE BOMNSELIFRERNEBS IFE BERLS,
BJEX, 60 T RELMIRNKX |, HEEESH.
BiflR, 611 REHUERIFRY IFE EIELT,
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R FERILHARSS, 66 TU RERTHMEAZIEZN SMTP RSEEEE.
EEATS, 68 TR REHIRERAIRHSH,
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R BRI RANEURICR.
BRRESEE B lB(E, 76 T1 RERTEHENFNSUE R AR FHR b,
REEENNEM.
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i, 813 7 IFE MER R EZH R IE SER.
BREE, 831 EENBEFNRINAAFKF.
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B HBFNRSRICIE L2 RETS
. XUEREEI IFE B2 ORRTERESFaniR E B ERFORT A,
« BinikeSRY HHATORY A BRI E! IFE Bia,
BA installer 8 engineer F8HIFEFEEE T HEBFIRTIENRE.

SinZE"HEAFIRIE" 5T
MESEEBRIIER  FRERE > 55 > B,

EHRFIRIEIS &

B4 ik

BEIFEER ERT LHEREEIEIRITIRRR N IMU iREF A A AN R B

DEFH (RERE ) , IEEINFRPFHZEHERFIRE,

QLB NTP #TRIERS , ATEIIMNBRTAIRSS R (NTP iRSS3: ) BshikE R EAFNeE.

B84 ATLL YYYY-MM-DD BHERFahigE HriHEA.
1] 1:1) AJLA hh:mm:ss B FE0IE E HFiIRYE.,
s
NTP g8
o 3%
NTP RSSEigEE 1HERREIEEIE NTP RS SR B -

‘Ai%iEid DHCP/BOOTP EIZIIRENIRSSE: ( REIRE ) , IENRE NTP fRSES.
BEFR) , TFIEE NTP RSB FREgbE,

—&% NTP fR5338 HEREBEF A —R NTP IRSSE8HEIL,
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SERTAI S

X LEEE IR B E X AYAT X,
BEA Installer B¢ Engineer BB RESENITXIRE.

NEETEMKR , FREHRE > Bl > BE.
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=15 BRE<H.
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B% Installer 5% Engineer AAERIFFBEBEEMLAANIZE.
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- BES  JHHRERSFRE DXIRFRIRE.

SHnZE"“LAKR T
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SH 1 B
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Bl (HREIRE )
2 ala ey A
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S iR B
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I B RBIFEE
S iR =]
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ER I HGEEIEEET BN EFER. SREEJTFEBEEREE (CIR) T BXEHPER
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e 1HERENEIRRR IPv4 B BHES, :
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