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EE.
LA TFi&E R TeSys Tera system i@idnEE Web RS ESEEF -

* Modbus TCP

* Device Dicovery

* Modbus RTU

iF: BXEEER , 155807 TeSys Tera Motor Management System EtherNet/
IP Communication Guide - DOCA0258EN.,
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im0

i ]

TeSys Tera systemfModbus TCP/IPFIEtherNet/IP t&tk ERAGERLA TR O TIE

=
o mE ) EtherNet/IP Modbus TCP/IP

TCP Port 443 (HTTPS) v v
TCP Port 502 (Modbus TCP/ v v
IP)
TCP Port 5357 (DPWS) v v
TCP Port 44814 (EtherNet/IP) v X
UDP Port 2222 (EtherNet/IP) v X
SNTP UDP Port 123 v v
(EtherNet/IP)
DNS Port 53 (EtherNet/IP) v v
DHCP Port 68 (EtherNet/IP) v v
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AEHFAREEEHTNAGEE.

JRGNAETRERT 0 (LEIN | SREER. AIERRNEEER. SoER)  EE

HiifEEE.

B3k TeSys Tera Motor Management System DTM Library Online Help Guide —
DOCA0275EN BEIEZER , 1515 F TeSys Tera Motor Management
System EtherNet/IP Communication Guide - DOCA0258EN,
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TeSys Tera system SN HARECERIBIRMES. THIETEERSHAT.

Bign , tEERETRES K Modbus LTMT main unit BEix &S, INFENEESS

TEIEF TeSys Tera system ZF , ITH 27,

EALUBIS LA T A EE & TeSys Tera system:
«  LTMT main unit EAJTest / Reset 1%l : %1+ Test / Reset #%H LTMT main
unit 10fbsH,

* TeSys Tera DTM Library: BXIFHER , 1I55% W &8 &7 TeSys Tera
Motor Management System DTM Library Online Help Guide — DOCAO0275EN

+ LTMTCUF control operator unit 5XiEHER , 55% O TeSys Tera
Motor Management System LTMTCUF Control Operator Unit User Guide —
DOCAO0233ENETS :
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TeSys Tera systemRFAFRITATEHEZET AHEERNING, EOMELRE
TERESHBEEEIR (NAT) KB e, RIFRAESEMXIEZE. MFETHESE
B, BEERELUTRI :

« Schneider Electric &L EAIRSE
ZEEFRNESE AR (NIST)
. KEENBSEELZER (ENISA)
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TeSys Tera system 2—FEAEMEEEZFHZRIM KRS, NEDEREITH
{RIIERGME, SLEIEMIZR S EREES] |, TeSys Tera system EtherNet/IP fRALTMT
main unit B2& 7 M Ethernetl A KMimE . AT FAEthernetl  KMimO =~ 531 B FE
BREAIT)FIEEHEA(OT),

HHTTPS K ModbusfEFfE TeSys Tera system Ethernet 2 [1(ETH1, ETH2)_L13a]
F.

ENFEARSER Modbus TCP/IP RSSHIMIES_EZEFE SNMP BRSS.
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=i Web IRSSEFIEH

F=am Web BRSSERIED

HTXIE HTTPSZ2i®H , TeSys Tera system ZRIAELS X.509v3 iFH, IHIFH
BEITHRER HTTPS BiRRISE AR,
LN B SRBIESE =S UERMAN I ( CA ) ERAVIER. ZBEZIEBET
T2, BNEE=ACAZRINERSNEOER , TeSys Tera system[@E MR

FFEERFOR R,
ZEOEH Y 5L R TeSys Tera systemiE B,
B RIS/ st E S
PKCS#1 | RSAFASAFHIA————— {BRRSA
PKCS#8 |- RSARASAFHIA-———- RSA. EC. DSAZ
pnEPKCS#H8 | ——— == FHAMEFAR-—— - - =

iE: EB0IRONIEB R,

BXRE=FIEBNESZIERS , 1527 TeSys Tera Motor Management System
EtherNet/IP Communication Guide - DOCA0258EN,
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BAMiZER2ER

BN EH B 5EthernetfiyTeSys Tera systemfIEIEREN—RFISE. MREIE
ETHRIES | BEEREHER. SOl EHEEmMEg , RENEmEED

RBIRTIRE.
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BIRB LI TeSys Tera systemfERFIFINEF |, JNTRIBIRER N SHZEINE
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WNER TeSys Tera system LTEERCFERE L, BPABISEEELEEZFIFNRE
18 (a0 , B nrsi bR IsR &k ) .
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©  IFRRREIETHRRIIRAE .
IBERIARTENEIL 2N T IHEENERIIRA.
BIEEFNNE TS RIELE,
NFRETH , FIINTBRER=NSSNEES | B1EE Syslog, 31 I,
BB HEISATE, 28 T, iS5 HaiHEEERE.
1BIEfESchneider Electric SRR EHIENLEIVE,
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Web SEHBIGIE

iE: ANEB(OERTFTeSys Tera systemizEfiIModbus TCP/IP ] EtherNet/IP

BN TUEEINEE , BIRIA TS BRIE
1. ERXEAEREBHERNEIRIZBRIER FERETeSys Tera system 15
HERITT,
£5R : TeSys Tera system AEFEXIREM TR 2SR,
2. EE=RBNEREIEE.
£55R : TeSys Tera systemEZFRIGEE152H , Z/5A IFHITHEIPR=IE.

Web #5#%

i AER(UERT TeSys Tera systemi@BRAIModbus TCP/IP [ EtherNet/IP .
EIOUFTUENINRE | BRI TS BIRE -
1. BERTeSys Tera systeminfE WebfR55a8
SR BRE  BEREHIENINEERITE L RINIR.
2. #RCKITA (540 , Settings ) .
3. ENREETHIFHRAESMED | ASFIFRCHIMIT,
ZR . BREREZNET , B EEREERITHE.

Syslog

FIGIUESysloglat , IBRLATERE(F

1. AR EID S EIBTHE | BidTeSys Tera DTMEMNTIARSF 2517515
Logsk{ma,

2. TEHESEMH.
3. HABEHEICREHUTHIIIK SR,

B EFR

ZIOUFEHEIRINRE | IBIRIA T RIRE

1. SfnZE Firmware Update I8t , iZIhBENIT TeSys Tera DTM BiRAEMTIAR
&=
sk,

2. HEEHAERESEHTE.

3. BERFEHIRIESTRL.
£R | LTMT main unitE{4SERE . BFhREHFFESETeSys Tera
DTMEH /G , AeMARAE .

AB&ESS

%

i¥: AFF(UERTF TeSys Tera systemi&Bf Modbus TCP/IP #1 EtherNet/IP

ZIONEEARSIIREREER | BIRIUTERIEE
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1. {EFtVE Web IRS3EE , SHnZ Security > IP Network List > Device
Discover ,

2. ERigEAIINEE.
3. B—B1E1T Windows 2{ER S BY PC iEERIR—MLE.
4. fENetworkd , E2d5File Explorer,

%E% : TeSys Tera system R AT , Bt , Ao B REMEPAIRETIER

SEfnZE Security > IP Network List , FB{E DAL EISIELATERASE ¢
¢ Modbus TCP
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Schneider Electric Cybersecurity support portal Z4EIAR T Schneider Electric &
:FTS:H Eﬁ%m%

Schneider Electric P2 ETRRIE SEAIES N Schneider Electric F= A 1EStHIN
LefRE , NMMABHMEASERE. EFRFINEREEBURP.

Schneider Electric SHARAR. WENZIBR/ A (CERT) MIE~ B ABTIE
1F | BIRRATRAVERER | ERRIPRARE,

Schneider Electric E’JAiLann CERT (CPCERT) (AR SEH & H SN~ mE
R =R B IREA R

CPCERT thE#EX CERT, HMIUMAAR. FREAENESZFINERZE/NAE
J\Eo

A

DOCA0260ZH-00

45


https://www.se.com/en/work/support/cybersecurity/overview.jsp
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Schneider Electric Cybersecurity support portal 32U TER :
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https://www.se.com/ww/en/work/support/cybersecurity/report-a-vulnerability.jsp
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